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CONFIDENTIAL BONN 00121 

LIMDIS 


CINCEUR FOR POLAD AND OPS 
CINCUSAREUR FOR POLAD AND OPS 
CINCUSAFE FOR POLAD AND OPS 

E.O. 11652: GDS 

TAGS: PGOV, MOPS, GW, GE, WB, UR 
SUBJECT: EXFILTRATION 

REF: USBERLIN 2337 

1. EMBASSY ENDORSES USCOB-USBER PACKAGE OF ADDITIONAL 
MEASURES (REFTEL) TO DETER US PERSONNEL INVOLVEMENT IN 
EXFILTRATION ACTIVITIES. THE BEARING OF THESE MEASURES 
ON FREE CIRCULATION THROUGHOUT BERLIN AND OUR RIGHTS OF 
ACCESS MAKES IT ESSENTIAL THAT THEY BE EFFECTIVELY EN- 
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CALL FOR CONTINUING-COOPERATION OF ALL US 
ELEMENTS CONCERNED. WE WOULD MAKE THE FOLLOWING AD- 
DITIONAL COMMENTS CONCERNING SPECIFIC MEASURES CONTEM- 
PLATED: 

2. MEASURES A AND C ARE WELL AIMED AT DISSUADING OR 
DEPRIVING POTENTIAL EXFILTRATORS FROM RECRUITING OR 
USING US-REGISTERED VEHICLES. 

3. MEASURES B AND D COULD BE MORE EFFECTIVE IF THEY 
WERE GENERALLY APPLIED TO ALL UNOFFICIAL US TRAVELERS, 
ANY OF WHOM MAY BE THE TARGET OF INDUCEMENT OR- 
ENTRAPMENT ATTEMPTS. WITH REGARD TO GENERAL ENFORCE- 
MENT OF MEASURE D, PROVISION WOULD, OF COURSE, HAVE TO 
BE MADE FOR EMERGENCY NIGHT TRAVEL ON THE BF.RT .TN- 
HELMSTADT AUTOBAHN AND FOR SUFFICIENT OFFICIAL NIGHT 
TRAVEL THEREON TO DEMONSTRATE AND MAINTAIN OUR RIGHTS 
OF ACCESS. 

4. CONCERNING MEASURE E, WE WOULD THINK THAT THERE 
SHOULD BE NO EXCEPTIONS TO THE RESTRICTIONS ENVISAGED. 
WILLFUL VIOLATORS OF CURRENCY REGULATIONS ARE A BAD 
RISK, PLACING US IN A POSITION HARDLY LESS POTENTIALLY 
EMBARRASSING THAN EXFILTRATORS. WE WOULD ADVOCATE AN 
AUTOMATIC BAN FROM EAST BERLIN AND THE AUTOBAHN IN SUCH 
CASES. 

CASH 


CONFIDENTIAL 


NNN 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Message Attributes 


Automatic Decaptioning: Z 
Capture Date: 01 JAN 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: MILITARY PERSONNEL, TRAVEL CONTROLS, INTERGOVERNMENTAL COOPERATION 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 03 JAN 1975 
Decaption Date: 28 MAY 2004 
Decaption Note: 25 YEAR REVIEW 
Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: GolinoFR 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975BONN00121 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Film Number: D750003-0925 
From: BONN 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t1 97501 81 /aaaacssp.tel 

Line Count: 88 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION EUR 
Original Classification: CONFIDENTIAL 
Original Handling Restrictions: LIMDIS 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: LIMDIS 
Reference: 75 USBERLIN 2337 
Review Action: RELEASED, APPROVED 
Review Authority: GolinoFR 
Review Comment: n/a 
Review Content Flags: 

Review Date: 16 APR 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <16 APR 2003 by MartinML>; APPROVED <17 APR 2003 by GolinoFR> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
05 JUL 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 
Subject: EXFILTRATION 

TAGS: PGOV, MOPS, PINR, GE, WB, GC, US, UR 
To: USBERLIN 
Type: TE 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 



